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Abstract

Watermarking schemes for large language models (LLMs)
have been proposed to identify the source of the generated
text. However, current watermarking solutions hardly resolve
the trust issue: the watermark detection often relies on the
secret key and thus remains opaque to the public; otherwise
any adversary may launch removal attacks if the secret key
is exposed. To resolve the dilemma, we propose PVMark, a
plugin based on zero-knowledge proof (ZKP), enabling the
watermark detection process to be publicly verifiable by third
parties without disclosing any secret key. PVMark novelly
hinges upon the proof of ‘correct execution’ of watermark de-
tection on which a set of constraints are built, and is optimized
according to the structural nature of the detection process. De-
veloped for three representative watermarking schemes, we
implement multiple variants of PVMark in Python, Rust and
Circom, covering combinations of three hash functions and
four ZKP protocols, showing our approach effectively works
under a variety of circumstances. By experimental results,
PVMark efficiently enables public verifiability on the state-of-
the-art LLM watermarking schemes yet without compromis-
ing the watermarking performance, and hence is promising
for practical deployment.

1 Introduction

In recent years, large language models (LLMs) have signifi-
cantly impacted the research community and society by gener-
ating high-quality texts akin to human-written content. How-
ever, this advancement also introduces various real-world
threats, such as the dissemination of generated fake news [37]
and the misuse of LLMs in academic misconduct [48]. To
ensure the development of responsible Al, tracing the prove-
nance of texts generated by LLMs is essential.

To address these concerns, the research community has
proposed various watermarking schemes for LLMs [7, 19,

*Most work is done at Shanghai Jiao Tong University.
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Figure 1: From top to bottom: @ The owner of the LLM
detects unauthorized use of the model via watermark detec-
tion. @ The owner initiates legal action against the suspected
party, and the verifier requests evidence. @ The secret key
of the owner is exposed while responding to the request of
the verifier. ® The owner provides the proof as evidence un-
der PVMark, thereby preventing the attack. Potential verifiers
include online platforms seeking independent moderation evi-
dence, third-party auditors, investigative journalists, or courts.

23,24, 28, 39, 50, 55,56, 59]. We focus on the mainstream
sampling-based watermarking schemes where the probabil-
ity distribution of generated tokens is modified based on the
context and a secret key held by the owner. The watermark
is subsequently extracted by detecting statistical significance
within the token distribution of the suspected text. However,
such schemes encounter a significant trust deficit in practical
applications. As illustrated in Figure |, when the owner of
the LLM asserts rights against unauthorized use, they may
face inquiries from entities outside their trust boundary—e. g.,
online platforms seeking independent moderation evidence,
third-party auditors, investigative journalists conducting ex-
ternal reviews, or courts. The legitimacy of the watermark is
often questioned due to the opacity of detection procedures.
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In such scenarios, the owner faces pressure to disclose key-
related secrets for third-party reproduction. Conversely, the
verifier often resides outside a strict confidentiality bound-
ary, which increases the risk of eavesdropping (or accidental
leakage) that could compromise the security of the water-
mark. The root cause of this problem is the reliance on a
secret key that cannot be made public (as this exposes the
watermarked model to removal or ambiguity attacks), nor kept
strictly private (as this fails to convince others of the validity
of the detection). Consequently, existing LLM watermarking
schemes lack public verifiability.

One might argue that confidentiality can be managed via
legal mechanisms such as non-disclosure agreements (NDAs)
or protective orders. However, real-world cases indicate that
procedural safeguards are often insufficient, as the disclosure
of highly sensitive technical secrets may still be compelled
or leak to unauthorized parties once they leave the boundary
of the owner [2, 16]. A potential engineering mitigation is
key rotation [1], i.e., disclosing the key required for each
verification. However, due to limited storage, watermark key
sequence [27] is used in practice by periodically cycling keys.
This ultimately threatens the generated contents sharing the
same secret key (and context) with a previously disputed
text. Therefore, cryptographic public verifiability is required:
the ability to convince arbitrary third parties that watermark
detection was performed correctly, without revealing the key.

Prior research has attempted to resolve this issue. Fairoze
et al. propose using a private key for watermark embedding
and a public key for detection [10]. However, their detection
mechanism relies heavily on extracted features of the gener-
ated texts, which are susceptible to exploitation by adversaries.
Liu et al. address the problem by training two separate neural
networks as watermark embedding and detection modules,
respectively [29]; nevertheless, the exposure of the detection
network enables an adversary to train an inverse network to
remove the watermark. Kirchenbauer et al. propose a private
detection scheme that restricts access to detection APIs to
authorized parties [23], yet this approach fails to prove the
integrity of the API execution to external verifiers.

To bridge this gap, we introduce a mechanism named PV-
Mark, which augments state-of-the-art LLM watermarking
schemes with public verifiability while preserving the ef-
fectiveness, fidelity, and robustness of the original schemes.
PVMark achieves public verifiability by integrating zero-
knowledge proofs (ZKP) into watermark detection. ZKP is a
protocol in which a prover can convince a verifier of the truth
of a statement without conveying any information beyond
the validity of that statement. This aligns with our objective
of verifying that watermark detection is correctly performed
without revealing the secret key.

To instantiate this concept, we select three representative
LLM watermarking schemes—KGW [23], SynthID-Text [7],
and Segment-Watermark [39]—to implement PVMark. We
observe that these schemes share a common token-sampling-

alteration framework: at each sampling round, all candidate
tokens are randomly divided into groups based on the secret
key and the watermark. Tokens in the ‘green’ group are then
assigned a higher probability of being sampled as the out-
put. Consequently, the statistical attributes of the output is
collected to extract the watermark.

Our core idea is to provide evidence that the statistical
results in the produced text are faithfully collected without
exposing the secret key, thereby demonstrating that the text
indeed contains watermarks. Two criteria must be satisfied:
the watermark is extracted from the text, and the proof of
the detection passes verification. In applying ZKP to water-
marking, we primarily address two technical challenges: 1)
modeling the watermark detection by circuits on which ZKP
protocols operate, and 2) systematically optimizing the design
to improve the proving/verification efficiency.

To address the first challenge, we decompose the watermark
detection into four components for reconstruction: mapping
table check, hashing, comparison, and summation. We re-
place the original components with ZKP-friendly alternatives.
For instance, the pseudorandom function (PRF) instantiated
by a linear congruential generator based on modular oper-
ations is inefficient for ZKP; therefore, it is replaced with
cryptographic hash functions. The identification of ‘green’
tokens is reconfigured as a comparison of the generated ran-
dom numbers against a fixed threshold. We demonstrate that
this renovation of watermarking schemes not only preserves
the properties of the watermark but also tailors them to ZKP
protocols.

In addition to reconstruction, we propose multiple ap-
proaches to enhance the efficiency of PVMark (addressing
the second challenge). Since hash functions are utilized exten-
sively in detection, we combine them into three-to-one hash
functions to create more succinct constraints. Observing that
watermark detection is a structural procedure over a sequence
of tokens, we treat the detection of a token subsequence as
an instance and reduce the checking of multiple instances to
a single check by folding the proofs [25]. This reduces the
ZKP overhead for proving multiple instances to proving one
final instance and the folding steps, significantly mitigating
the computational cost of PVMark.

Highlights of our contributions are as follows. We propose
PVMark that enables public verifiability on zero- and multi-
bit LLM watermarking schemes, achieving a compromise be-
tween public detection and authorized detection, resolving the
trust issue in watermarking detection. PVMark is built upon
ZKP techniques and incorporates application-specific opti-
mizations. Implementation-wise, we realize multiple variants
of PVMark on Python, Rust and Circom, including differ-
ent combinations of three LLM watermarking schemes, three
hash functions, and four ZKP protocols. The security analysis
and experimental results have demonstrated that PVMark is
applicable to be deployed in LLM watermarking service with
low costs for public verification.
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2 Related Work

To identify and trace LLM-generated text, several schemes
have been proposed. One approach is retrieval-based
schemes [26], which require storing all generated texts,
thereby compromising user privacy. Another approach is post
hoc detection schemes [18, 35,49], which use machine learn-
ing models to distinguish LLM-generated text from human-
written text. However, these schemes require significant com-
putational resources and have limited performance [9]. A third
approach is LLM watermarking, represented by the KGW
scheme [23], which divides the vocabulary into green and
red token lists and adjusts logits to shift the token distribu-
tion toward green tokens. This method enables watermarking
without LLM fine-tuning, making it more general and cost-
effective.

Subsequent probability-shifting-based schemes include
Lee et al. [28] and Wang et al. [50], which reduce logits
modification impact by watermarking high-entropy tokens.
Yoo et al. [56] propose assigning different message bits to
distinct text positions to increase watermark payload. Qu et
al. use dynamic programming for balanced token allocation,
improving watermark detection accuracy. Kirchenbauer et
al. [24] study hash strategies to enhance robustness. Zhao
et al. [59] show that globally fixed vocabulary partitioning
improves resistance to removal attacks. Hu et al. [19] and Wu
et al. [55] propose unbiased weighting to enhance impercepti-
bility in KGW. Dathathri et al. [7] introduce the Tournament
sampling algorithm to improve watermark detection while
maintaining text quality.

However, these schemes are mainly suitable for private
watermark detection and cannot support public detection, as
exposing the detector introduces various threats.

To address public verifiability, Fairoze et al. [10] use asym-
metric encryption for embedding the watermark with a private
key and detecting it with a public key, but this relies on text
features, which can be exploited by adversaries for spoofing
attacks. Liu et al. [29] propose training two neural networks,
one for embedding and one for detection. However, when the
window size is small, this method is vulnerable to reverse
engineering, where adversaries could reverse train the em-
bedding network from the detection network, compromising
robustness.

3 Preliminaries

3.1 Zero Knowledge Proof

A zero-knowledge proof (ZKP) protocol is a cryptographic
method enabling a prover to convince a verifier that a state-
ment is true using private input w and public input u, satisfying
completeness, soundness, and zero-knowledge properties.
ZKP protocols operate on arithmetic circuits that encode
computations as constraints, e.g., GKR-based arithmetiza-

tions, rank-1 constraint systems (R1CS), PLONKish arithme-
tizations, and related arithmetizations. For notation, a standard
PLONK:ish-style constraint is used:

SL-XL+SR-XR+ S0 X0 +Sm XL -Xg+sc-c=0, (1)

where selectors sy, Sgr,S0,Sm,Sc € F parameterize operations
and xz,xgr,x0,c € F are wire/constant values.

Recursive ZKP. Nova [25] is a folding-based recursive
ZKP that realizes incrementally verifiable computation (IVC):

un = F(wn_1,F(wn_2,F(...F(wi,F(wo,up))))) (2)

where F,w,u and 1 denote the computation function, private
input, public input and the number of computations, respec-
tively. Nova folds two relaxed R1CS instances into one; a
relaxed RICS instance is:

(A-Z)®(B-Z)=u(C-Z)+v 3)

where A, B, C are matrices containing ZKP circuits informa-
tion, u is a scalar and v is used to store redundant items. The
© denotes the hadamard product. Z = [u,w, 1] is the instance
vector including the witness w, public input # and the constant
1. Two relaxed R1CS instance (Zy,u;, V1) and (Z,, u2,V7) can
be folded into one instance (Z, u,V) as follows:

V=V|+r- (AZ] ®BZ,+AZ, ®BZ,

—p1-CZy —up-CZy) + 7% vy, 4
M= +7r-u, &)
Z=72\+r 25, (6)

where r denotes randomness. Proving the folded instance and
the folding relations suffices, potentially reducing constraints
compared to proving all instances separately.

3.2 Language Model Watermarking

Given a prompt x = [xg, ..., Xn—1], a language model M iter-
atively computes the logit scores lj(.l) O<i<n—1l,jev)
of the next n tokens over the vocabulary V. These logits are
transformed into a probability distribution p(i) by which the
model M samples the next n tokens y = [yg,...,y,—1]. The
notation y; is overloaded to denote the vocabulary index of
the sampled token. Language model watermarking embeds a
watermark into the text y by altering the token distributions
into p!) before sampling. Formally,

Definition 3.1. A language model watermarking scheme con-
sists of two probabilistic polynomial-time (PPT) algorithms
(Watermark Embedding, Watermark Detection):

o Watermark Embedding E(ek, M) — dk,y: the algorithm
uses an embedding key ek which embeds watermark into y.
Additionally, it returns a detection key dk associated with
ek.
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Table 1: The watermark embedding process of zero-bit and multi-bit LLM watermarking schemes. Steps requiring adjustment
for PVMark are marked in yellow. PRF(-) denotes a pseudo-random function.

. Step 3: Probability
ﬁ:)enp I: Random seed genera- Step 2: Vocabulary partitioning. shifting and sam-
: pling.
a) Assign random number g("f) :.PRF(sd,»,yj) to each token y; € V; — Assign random number g\ — Add a bias 8 to log-
Hash(sd;,y;) to each token y; € V; . p
: ’ o) Gw) . . its of all tokens in
] b) Sort V by all the random ngmbers gV L gt cprrespondmg to token yi,...,yy| €V and designate | 5 ang compute the
Compute random‘ seed sdi < | the top Y|V|,y € (0,1) tokens in the sorted V as green list G. = Partition the all candidate tokens as follows: new probability distri-
KGW [23] | PRF(sk,y,,). = Compute ran S )
oV . . . bution p'") using new
dom seed sd; < Hash(sk Vy)- o f(,,_ g y-|F .
Candidate token y; § ) ) logits over V. Sample
I/\. g y-|F y; from ﬁ(/) and ap-
) . T . dy; toy.
for j € |V|, where R and F denotes the red list and finite field, respectively. pencyitoy
Generate top K candidate set V for this round and fork=1,..., Edo
. . —k
assign & random numbers gi“) = PRF(sd;,yj,k) to for j = OEI;:I’)ZE(k—l_) L do
each token y; € V for k € {1,...,E}; = Generate J= [yzj Y2jt1 | (may contain repeats).
SynthID- top K 25 candidate set V for this round and assign J=[yed st gl({)') _ maXv/gjgf\,’V/)] (may
Text [7] & random numbers to each token y; € V by contain repeats). :
J 1, Hash(sd:.y:. k) - 2. Sample y(]-k) from the uniform distribution of
- 1('. Hash(sd;,yj, k) > |F|/2, I
end for
fork e {1,..., £} end for
For each y; € V, set yE»O) —yj. Append .\% oy.
a) Find position index p; =
Segment- | M([y,]; b) Compute random seed
Watermark| sd; < PRF(sk,yy,msg[pi]). = | The same as KGW. The same as KGW.
[39] Compute random seed sd; <
Hash(sk, yy,, msg[pi]).

 Watermark Detection D(dk,y) — {0, 1}: if takes the detec-
tion key dk and a text sequence y as the input, and returns
1 indicating y was indeed generated by M, or 0 otherwise.

LLM watermarking frameworks. Probability-shifting
LLM watermarking schemes can be broadly categorized into
zero-bit schemes [7,19,23,24,28,50,55,56,59] and multi-bit
schemes [39]. Zero-bit schemes aim to distinguish LLM-
generated text from human text without embedding explicit
messages, whereas multi-bit schemes embed metadata (e.g.,
owner identity) for finer attribution.

Despite differences in instantiation, both categories fol-
low a shared high-level framework; representative schemes
considered here include the zero-bit schemes KGW [23]
and SynthID-Text [7], and the multi-bit scheme Segment-
Watermark [39].

The watermark embedding process is summarized in Ta-
ble | and can be divided into three steps: random seed gen-
eration, vocabulary partitioning, and probability shifting and
sampling. Particularly for SynthID-Text, the latter two steps
are indistinguishable.

In each round i, a seed sd; is derived from the secret key
sk and recent context y,, (window width ). For multi-bit
schemes, tokens are additionally mapped to positions p and
the corresponding message bit msg[p] is incorporated into
seed generation. The seed then determines a token group-
ing, and sampling is biased toward the selected group (e.g.,
via logit bias), thereby embedding watermark signal into the
output. In SynthID-Text, tournament sampling compares can-
didate g-values over multiple rounds and implicitly increases

the selection probability of the winner.

The watermark detection processes for zero-bit and multi-
bit schemes exhibit subtle distinctions, shown in Table 2. For
zero-bit schemes, the seed induced by (sk, y\l,) determines the
grouping per round; the detector counts selected-group to-
kens |y|g, computes a score Score(y), and compares it against
a threshold 7. For multi-bit schemes, the detector evaluates
statistics under all candidate message values (together with sk
and context) and outputs the message achieving the highest
statistic as the decoded watermark.

4 Problem Statement and PVMark Overview

This section summarizes the threats faced by common LLM
watermarking frameworks in content moderation and prove-
nance tracing and overviews PVMark.

Threat model. In content moderation and provenance trac-
ing, the watermarking frameworks involve a watermark em-
bedding party (typically the model owner) and a watermark
detection party that extracts watermarks from a suspect text as
evidence of origin. Prior schemes [7, 19,23,24,28,39, 50, 55,
56,59] typically assume the detector is run by the embedding
party, since it holds the detection key. This confidentiality,
however, undermines public credibility: external verifiers can-
not reproduce the detection without access to secrets. If a
third party runs detection, it must keep the detection key con-
fidential; any leakage enables adaptive removal attacks.

Why exposure of key leads to de-watermarking attacks.
The vulnerability stems from the secret key sk used in both

2010 35th USENIX Security Symposium
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Table 2: The watermark detection process of zero-bit and multi-bit LLM watermarking schemes. Steps requiring adjustment for

PVMark are marked in yellow.

Step 1: Compute random seed Step 2: Check and count green tokens Step 3: Compute score / message
a) Similar to Step 2 of the watermark embedding process, assign a random
number to each token in the vocabulary using sd; and reorder the vocabulary to
Compute random seed sd; < | find G;; = Compute the random number g’/ = Hash(sd;.y;) corresponding to
KGW [23] | PRF(sk,yy). Compute ran- | the current token y;; Score(y) = (|ylg —yn)/+/ny(1 —7)
dom seed sd; < Hash(sk, y,). b) Count the number of green tokens |y|g += 1(y; € G;) where 1(-) is the
indicator function. = Count the number of green tokens |y[g += 1(g’
v-|F
a) Compute & random number gi‘ corresponding to the current token y; where
ke {1,...,&};= Compute & random number corresponding to the current
token y; by
SynthID- oo 1, Hash(sd;,y.k) < [F| /2, Score(y) = %
Text [7] ok 1(). Hash(sd;,yi, k) > |F|/2 w5
fork e {1,..., &}
b) Update Sg: Sg += Yo, gk
Find P ind — -
2[}' T.‘ POSIION ndex pi for j=0,1,...,2" — 1 do '
b) C“(I)I’npute all possible random Assign a random number to each token in the vocabulary using sdi’
Segment- ds sd! <« PRF(sk.v...7) f and reorder the vocabulary to find Gj; = Compute the random number .
Watermark| 2% 47 PRE(sk.yy.j) for b Tah( ot o) cormesiordine fo e current foken 1. msglp] < arg _max COUNT(p][/]
j=0,1,....,2" —1. = Com- g Hash(sd;,y;) corresponding to the current token y;; jel0,2m1)
(391 pute all possible random seeds Update COUNT: COUNT/pi][j] += 1(yi € Gi). = Update COUNT: .
i : COUNT|p;][j 1(g <vy-|F forp=0,1,...,A—1.
sd! < Hash(sk,y,,j) for j = NT(pi]lJj] (8 - E)-
01,27 1. end for

embedding and detection. Watermarking derives a per-round
seed sd; from sk and the recent context (Step 1 of Table |
and Table 2). If sk is revealed, the vocabulary partition (e.g.,
green/red grouping) becomes predictable, allowing an ad-
versary to selectively replace green tokens and remove the
watermark. Even if only sd; is exposed for a given context,
the token-selection rule for the particular context is revealed
threatening relevant text. Therefore, both sk and the derived
sd; must remain confidential.

Motivation. The core dilemma is that sk cannot be public,
while detection should be transparent to convince arbitrary
third parties. PVMark resolves this by providing a correct-
ness proof of the watermark detection: by integrating ZKPs,
PVMark proves that detection was executed faithfully on
the given text without disclosing sk (zero-knowledge), with
negligible cheating probability (soundness) and successful
verification for honest execution (completeness). Such a proof
is only expected in post-hoc, disputable cases, e.g., providing
supporting evidence in the court, but not as a routine in the
watermark embedding and detection pipeline. This is because
ZKPs generally are not lightweighted and thus are inapro-
priate to add to the model generation path. Nevertheless, the
watermarking embedding and detection should be efficiently
adapted to the post-hoc verification.

Why ZKP. ZKP best matches our goal: public verifiability,
non-interactivity, no hardware trust assumption, and detector-
side secrecy. Alternatives do not provide the same combina-
tion of properties. Message authentication codes and signa-
tures authenticate outputs or identities, but do not prove the
correctness proof of a key-based detection algorithm. Com-
mitments and Merkle trees can bind secret values, but public
correctness checking requires openings; opening leaks the

secret, while hiding the opening prevents third parties from
checking the computation. Secure multi-party computation
and homomorphic encryption protect participants during com-
putation, but do not naturally leave a succinct public certificate
for arbitrary third parties. Trusted execution environments can
attest execution, but introduce a hardware trust assumption.

Problem statement. Formally, four parties are involved
in PVMark: (1) watermark embedding party ‘E who embeds
the watermark into MM'; (2) watermark detection party D who
has access to the watermark detector, secret key sk, and text
sequence y. D extracts watermark from y while acting as the
prover to prove the claim that ‘y indeed contains watermark,
and the watermark information is msg (for multi-bit water-
marking);” (3) verifier 1V who could be any party responsible
to verify D’s claim. ‘V is honest in executing the proof verifi-
cation while being curious about sk and other credentials that
might be contained in the proof provided by D; (4) adversary
A who maliciously tampers with y to generate unauthorized
text with watermark removed.

Use case: Content moderation. A social media platform
works with the Al company to detect the Al-generated content
(AIGC) on its platform by extracting watermarks from the
content. The proof of watermark detection serves as evidence
for that the extraction is properly done and the detection is
trustworthy. The process does not reveal any key yet preserv-
ing moderation credibility.

Provenance tracing. The owner ‘E generates content y with
an embedded watermark. If the origin of y is questioned, D
detects the watermark and provides a verifiable proof to V.
‘E cannot deny the results backed by this evidence.

In both use cases, embedding and detection algorithms are
publicly known, except for the secret key sk, which D uses in
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detection and proof generation without revealing it.
Overview. Formally, we define PVMark as follow:

Definition 4.1. PVMark is a plugin that enables public verifi-
ability on a language model watermarking scheme. It consists
of a pair of embedding and detection algorithms:

o Watermark embedding WE(sk, M ) — y: ‘E uses a secret
key sk to produce a watermarked text sequence y.

» Watermark detection WD(sk, y) — {0,1} or msg,IL:
D takes the secret key sk associated with y as inputs. For
zero-bit watermarking schemes, it detects whether y con-
tains watermark and returns 1 if present, otherwise 0; for
multi-bit watermarking schemes, it detects and returns the
watermark information msg embedded in y. Then D gener-
ates a correctness proof I for the detection.

Previous works [7,19,23,24,28,39,50,55,56,59] mainly
focus on effectiveness and fidelity, ensuring high watermark
detection accuracy while maintaining text quality, and ro-
bustness, preventing watermark removal or forgery. PVMark
augments watermarking with public verifiability, allowing
any third party to check the integrity of the detection result
without compromising these attributes.

It is noteworthy that Pang et al. point out an inherent con-
flict between robustness and public detectability for water-
marking systems in [38]. In contrast, PVMark effectively
achieves robustness and public verifiability at the same time.
PVMark is not a publicly detectable scheme, but its water-
marking detection process can be verified publicly, adding
credibility to the detection.

PVMark does not rely on the specific formulation of the
watermark embedding (e.g., red-green formulation) and detec-
tion, but hinges upon a more general requirement: the detector
can be decomposed into circuit-friendly subroutines whose
sensitive inputs is kept as private witnesses. Our implemented
instantiations focus on sampling-based probability-shifting
schemes since they share a clean seed-to-grouping-to-statistic
pipeline. In these schemes, detection can be expressed with
hash computation, comparison, lookup or membership checks,
and aggregation. Semantic-level [30] or sentence-level water-
marking methods [60] is compatible in principle given their
easy-to-arithmetize detection logic.

S Adapting Watermark Schemes for PVMark

Since the original watermark schemes contain procedures that
are challenging to construct proofs, we adapt them to almost
equivalent, ZKP-friendly forms. The adaptation preserves the
original schemes’ foundational properties of effectiveness,
fidelity, and robustness.

5.1 Hash-Based Vocabulary Partitioning

A key step in watermark embedding is partitioning the vocab-
ulary into green and red lists (Step 2 in Table 1), with green

tokens selected at a higher probability than random.

The original watermarking schemes use two methods for
vocabulary partitioning. The first is random permutation, used
in KGW [23] and Segment-Watermark [39], where all can-
didate tokens are randomly permuted, and the first y- [V| to-
kens are marked as green. This method requires a mapping
from random numbers to vocabulary indices, involving ZK-
unfriendly modulo operations.

The second is the tournament method, adopted by SynthID-
Text [7]: it assigns random numbers to each token in the
candidate token set by using a precomputed lookup table
and a pseudo random function (PRF) instantiated by a linear
congruential generator (LCG). Initially, a lookup table of
size 2! is randomly populated with Os and 1s. Then, the
LCG generates & random numbers, which are mapped to
the range of [0,2'¢ — 1] for retrieving values from the table.
These values are then assigned to gi,...,gz. Subsequently,
all candidate tokens undergo multiple rounds of competition,
where tokens with smaller g values are eliminated iteratively.
Tokens that remain in the final round are designated as green
tokens. This process also involves ZK-unfriendly modulo
operations in LCG.

To avoid modulo operations, we propose a Hash-based
method for vocabulary partition. A straightforward and equiv-
alent substitute for random permutation is random numbers
sorting where we sort r = {ri,...,ry|} in numerical order,
and take the tokens corresponding to the first y|V| indices
in r to compose the green list. Unfortunately, the proof of
sorting is still highly inefficient to implement. Hence we
take an approximated approach by assigning hash-generated
random numbers to candidate tokens. The vocabulary is di-
vided into green/red lists by comparing these numbers with
a fixed threshold - |F|, shown by the first row of Step 2 in
Table 1. Similarly, for the tournament method, we compare
hash-generated random numbers with a fixed threshold @,
and map them to O or 1 depending on the comparison result
(shown by the second row of Step 2 in Table 1). However,
our hash-based approach relies on the assumption that the
hash-generated random numbers are uniformly distributed
within the range, so that the fixed threshold could divide the
vocabulary in proportion. We validate that the assumption
mostly holds true in practice (see Sec. 8.2).

In addition, we instantiate the PRF required for computing
the random seed using a hash function. Similarly, all PRFs
involved in the watermark detection are also instantiated via
hash functions. When checking and counting green tokens,
we determine whether the current token is a green token by
comparing its corresponding random number with a fixed
threshold, as shown in Step 2 of Table 2.

5.2 Selection of the Hash Function

We select cryptographic hash functions as PRFs due to their
high-quality pseudorandomness, following NIST SP 800-
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90A [4], instead of non-cryptographic algorithms like Linear-
feedback shift register [45], Blum Blum Shub [5], Mersenne
Twister [32], Xorshift [31], which, though faster, are not ZKP-
friendly due to high costs in bitwise operation verification.

Common cryptographic hash functions like SHA256, Kec-
cak256, and BLAKE2, while mapping arbitrary-length inputs
to fixed 256-bit outputs, involve many bit operations, leading
to high ZKP-related costs. Other hash functions are more
ZK-friendly, including MiMC [3], Poseidon [14] and Posei-
don2 [15]. These hash functions are effective in finite fields
applicable to ZKP and mostly consist of addition and multipli-
cation operations which are relatively efficient to verify. For
example, Poseidon hash is based on the sponge function, with
a state composed of finite field elements and field operations
including addition, multiplication and exponentiation, all of
which can be easily converted into ZKP circuits.

To verify the uniformity and randomness of the crypto-
graphic hash functions, we run the chi-square test to examine
SHA256, Keccak256, BLAKE2, MiMC, Poseidon and Po-
seidon2. The results are presented in Sec. 8.2. By tests, we
found SHA256, Keccak256, or BLAKE?2 are not applicable
for PVMark since the 256-bit value range of these hash does
not match the finite field used by ZKP, and thus the hash val-
ues are hardly uniformly distributed on F. MiMC, Poseidon
and Poseidon2, hash functions that passed the test, are our
final choices for PRFs.

6 Building Blocks of PVMark

To prove watermark detection, PVMark generates proofs for
the steps in Table 2. In Step 3, the only unknowns are yg,
S¢, and COUNT, while other quantities are public. Therefore,
PVMark only needs to prove the correctness of yg, Sg, and
COUNT by generating proofs for Step 1 and Step 2, without
exposing sk or the green list G. As long as the verifier ob-
tains the correct yg, Sg, and COUNT, it can derive the score
or watermark message to determine whether the given text
contains the watermark or extract the embedded watermark.
We present the arithmetization of these steps with PLONKish
as an example.

6.1 Arithmetize Step 1 in Table 2

Since we have instantiated the PRF by a hash function, we
arithmetize the hash to prove Step 1 of Table 2.

Hash functions. The constraints G, (Output; Inputs) dif-
fer per hash function. We take two common ZK-friendly
hash functions, MiMC hash and Poseidon hash, as examples.
The MiMC function hashing X is defined as Hpimc(X) =
(fo—10fo—20...0 fo)(X) 4k where ¢ and k denote the num-
ber of rounds and the secret key in MiMC hash, respectively.
The round function f; is defined as f;(¥;) = (V; +k+C;)PoV
where C; is the round constant for round i and Yy = X. To

construct the constraints of f;(-), we introduce a new power
operation selector spoy to rewrite Eq. (1) as

SPow - (X1 +xg + )P +50 -x0 = 0, (7

and set spow = 1,50 = —1,xp =Y;,xg = k,c =C; and xp =
fi(Y;). We construct the MiMC hash by reusing Eq. (7) ¢
times, and use copy constraints to ensure the consistency of
input and output in function compositions.

The construction of constraints for Poseidon hash is rel-
atively simpler. Poseidon hash is composed of three com-
ponents — ARC(-), S-box(-), and Mix(-), for a single round.
Specifically, ARC(-) adds a constant to all inputs, S-box(-) per-
forms exponentiation wherein the last input of partial round
R, and all inputs of the full round R/ are raised to the power
of 5. Similar to Eq. (7), we use spoyw selector to construct the
S-box function. In Mix(-), a pre-calculated matrix is used to
perform vector-matrix multiplication operations for all inputs.
We also use copy constraints to ensure the consistency of
input and output between each round.

Token-position mapping. In the multibit scheme, Step
1 requires looking up the position p for y,, from the token-to-
position table M. PVMark provides a proof for the lookup as it
is a part of the counting. However, such a mapping M cannot
be disclosed otherwise would allow adversary to infer about
the relation between token and the value in msg[p] based on
the publicly available COUNT matrix. This would tempt the
adversary to remove the watermark from y.

To check the correctness of a set of non-exposable token-
position mappings in the watermark detection, we require
the prover to precompute the hash values for all possible
token-position mappings, use them as leaf nodes to construct
a merkle tree, and publish the root value in advance. Thus the
proof of a set of mappings reduces to the proof of membership
of hash values in the merkle tree.

The membership proof requires the prover to recalculate
the root value by the values of the sibling nodes in the path
from the given leaf node to the merkle tree root. If the newly
calculated root value matches the publicly disclosed one, the
given leaf node must exist in the merkle tree. The specific
constraints required for membership proof G, are as fol-
lows:

HO = Chash(y1pvsk)7
path; - (1 — path;) =0,

Ginem(y, P,ROOT) = ¢ H; = path; - Gyagn(Hi—1,Sib;) ®)
+ (1= path;) - Chasn(Sib;, Hi_1),
H, — ROOT =0,

for i = {1,...,L} where y, p, ROOT, sk denote the token in-
dex, position index, a publicly known Merkle tree root value,
and the secret key, respectively. The path; € {0, 1} refers to
the left/right child of the Merkle tree nodes, which influences
the order of hash inputs during computation. Sib; denotes the
value of sibling node along the path from the given leaf node
to the merkle tree root.
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6.2 Arithmetize Step 2 in Table 2

In Step 2, we compute the random number for token y, com-
pare it with a fixed threshold, and accumulate the result if
the token is green. Hence we arithmetize the comparison and
summation to prove the step.

Comparison. Assume that X; and X> are two numbers on
finite field F = Z mod p where p is a large prime that p > 2V,
Without loss of generality, X; < X» if and only if X; — X, €
[p—2V"1 p). Letting X3 = X; — X, — (p —2"~"), we have
X3 € [0,2"~1) and hence bit decomposition G,;; [44] can be
used to check whether X3 is in this range. The constraints for
comparison Ceomp(X1 < X;) can be written as follows:

X3=X1—Xp, — (p—sz]),
Ceomp(X1 < X2) = )
mmp( ) {Cbit(x3aN—1’bX3)’
where bx, = [bo,b1,...,by—1] denotes the binary representa-

tion of X3. Ceomp(X1 < X2) = 0 suggests X; < X5 holds and
all constraints included are satisfied.

To reduce the number of constraints and thus the overhead
of ZKP, we optimize the proof of Gy (-) employing the lookup
table, a technique that trades space for time. Specifically,
traditional bit decomposition needs to check the correctness
of the binary form bit by bit, i.e., using b; - (1 —b;) =0 to
check whether b; equals O or 1, followed by checking whether
the weighted sum of b;s equals X3. To avoid the exorbitant
overhead of bit checking, we propose to check X3 by groups
of 8 bits, i.e., verifying whether each group lies within the
range of [0,255], and subsequently check if the weighted sum
of all groups equals X3. For each group, we predefine the
range of [0,255] using the lookup table to reduce the number
of constraints.

Summation. We take KGW as an example to illustrate the
arithmetization method of summation. To count the number
of green tokens |y|g, we introduce an auxiliary flag variable
flg; € {0,1} to indicate whether token y; belongs to the green
list G;. The following constraint Cy;, verifies the assignment

of flg;:

flgi-(1—flgi) =0,

Sflgi Ccomp(ri < YlFl) =0,

(1 _flgi) : Ccomp(Y|F| < ri) =0,
(10

where V|| denotes the pre-selected threshold and r; represents

the random number assigned to token y;, which is computed

by the aforementioned hash function and verified by Cpagp,-

Then we introduce a summation selector ssy, and rewrite
Eq. (1) as

Crig(flg;,ri,Y|F|) =

Ssum* (X1 +x2+ ...+ x,) +50-x0 =0, an

to construct the summation constraint Cy,, (Output; Inputs).

Algorithm 1 Proof Construction for KGW / SynthID-Text

Input: Secret key sk, the commitment of secret key Hg, water-
marked text y = [y, . ..,yn—1], recent context window width v,
green list size v, threshold - |F| /%, the count result |y|G / Sg,
the number of g-values assigned to each token &.

Output: Proof IT.

1: Build Chash(Hsk;Sk)-
2. fori=wy,y+1,....n—1do
3:  /* Arithmetize Step 1 */

Build Chasn (sdis sk, yy)-

/* Arithmetize Step 2 */

Build  Gugsn (gy’ ;sd;, yi) /

ke{l,....&}.

7 Set flg = (g <y [Fl) / flgi=1(g) <3 for

ke{l,....&}.

AN AN

Chaxh (gi/ ;8d; Vi k) for

R i v i vi |F
8: Build Cflg(flgl7gyt7y : ‘FD / Cfl,‘z(flg;(7ér]‘(7‘7‘) for
kef{l,....&}.
9: end for

10: Build Coum ((|ylG / Sg; Flg) where Flg = {flg'|i € {w,...,n—
I/ {flglie{y....n—1} ke [E]}.

11: D invokes ZKP.Prove(u,w, C) to generate proof T where u =
{y, \u,y\F\/@, [vGl/Se,&} are the public input, w = {sk} de-
notes the private input and C denotes the set of all constraints.

12: Return IT = {u,n}.

7 Applications of PVMark

In this section, we present how PVMark applies to different
watermarking schemes to gain public verifiability. The opti-
mized version using recursive ZKP is also demonstrated with
examples.

7.1 Verifying Zero-& Multi-Bit Watermarks

PVMark is applied right after the watermark detection phase
by prover D, requiring the detection results |y|g, Sg, COUNT
and other constants as inputs. The output of proof construc-
tion is a proof T provided to verifier V who either passes
or rejects the proof. Since the proving and verification fol-
low the conventional ZKP protocols, we mainly focus on the
proof construction. Hence the proof construction for KGW
and SynthID-Text is introduced in Alg. | whereas that for
Segment-Watermark is described in Alg. 2.

We show the proof construction of KGW and SynthID-Text
in Alg. | with distinctions underlined. The algorithm mainly
includes building Chugn. Crig, and Cyum. Then D generates
proof 7 for all the constraints and releases T and the public
inputs to ¥ to carry out proving and verification following
ZKP protocols.

Key commitment. To prevent inconsistent key use in the
watermark embedding and detection, there is an additional
step of key commitment in the embedding phase: the em-
bedding party commits to sk by hash function Hy, = H (sk)
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and releases Hy. This one-way, collision-resistant function
ensures the original key sk to be private, while preventing
a key other than sk from producing the same commitment.
Correspondingly, in the detection, the hashing of sk is mod-
eled as a contraint (Line 1 of Alg. | and Alg. 2) to verify
the consistency of the secret key. Actually, committing to sk
before detection suffices to guarantee consistency.

Combining hash functions. In the original KGW scheme,
VY is set to 1, which allows us to make further adaptations by
combining two hash functions (Line 3 and 5 of Alg. 1) into
a three-to-one hash, thereby saving ZKP costs. Specifically,
in round i, the random number g* corresponding to the cur-
rent token y; is computed using two hash functions with two
arguments: one calculates a random seed sd; from sk and the
previous token’s index y;_i, and the other uses sd; and the
current candidate token’s index y; to compute g¥ (i.e., Step 1
and 2 in Table 2). We propose to replace them with a single
function with three arguments:

g’" = Hash(sk,y;_1,yi),

which maps the tuple of the secret key, previous token in-
dex, and current candidate token’s index to a single hash
value. Therefore, for KGW, Lines 3 and 5 in Alg. | can be
merged into ‘Build Gy, (8775 sk, yi—1,y:).” This optimization
effectively reduces the circuit size and the ZKP costs in the
detection process.

Note that in the original SynthID-Text, y is set to be greater
than 1, e.g., y = 4. When using three-to-one hash functions
to construct the constraint for Line 3 of Alg. 1, we combine
pairs of hash functions into one. Therefore, Gy (sd;; sk, yw)
is defined as the set

Crasn (H 35k, [0], 54 1)),
Chash (Hz(l) 5 H1(l) ,y$) [2]7))51;) [3] )s

Chasn(sdizHY 3y Ty =23 v — 1))

where HY) denotes the corresponding hash results.

We also present in Alg. 2 the proof construction of Segment-
Watermark, which has an additional contraint G, for check-
ing the token-to-position mapping, compared with Alg. 1.

7.2 Optimization with Recursive ZKP

We observe that for a chosen watermarking scheme and
a selected hash function, the process of detecting the water-
mark for any token in text y = [y, ..., y,—1] follows the same
steps, as shown in Line 2 to 7 of Alg. |1 and Line 2 to 8 of
Alg. 2. This observation naturally leads us to construct the
detection process by incrementally verifiable computation
(IVC), as shown in Eq. (2). Take the KGW as an example, we
reformulate the calculation of the sum of green tokens as

S = Py, y0). (12)

Algorithm 2 Proof Construction for Segment-Watermark

Input: Secret key sk, the commitment of secret key Hyy, water-
marked text y = [yo,...,yn—1], recent context window width
v, green list size v, threshold 7 - |F|, token-to-position map-
ping M : [0,|V] — 1] — [0,4 — 1], the root value ROOT of the
merkle tree corresponding to M, the count result matrix COUNT
€ 72",
Output: Proof IT.
1: Build Chash(Hsk;Sk)-
2. fori=wy,y+1,....n—1do
Build Gpem vy pi, ROOT).
4:  for j=0,1,....2" 1 do
5 Build Gyagn (sd} s sk, yy, j)-
6: Build Chash(g;i;sd{,yi).
7
8

w

Set flg’; = 1(g} <v-|F)).
Build a constraint using an addition gate for
COUNT/[pi][j] + = flg;.
9:  end for
10: end for
11: D invokes ZKP.Prove(u,w, C) to generate proof T where u =
{y,v,¥|F|,ROOT,COUNT} are the public input, w = {sk,M}
denotes the private input and C denotes the set of all constraints.

12: Return IT = {u,m}.

Within F, we compute the random number corresponding to
y;i and compare it with the pre-selected threshold y|F|. If the
random number is less than the threshold, y; is a green token,
and we set |y|(GI+1) = |y|(G') + 1. After n — 1 iterations, |y|(Gn)
represents the count of green tokens in text y.

Given the incremental calculation, we can efficiently gen-
erate zero-knowledge proofs using Nova’s folding scheme,
turning the detection of each token in y as a relaxed R1CS
instance. These instances are fold into one final instance by
Eq. (4), (5) and (6). Finally, it suffices to use Nova to prove
the correctness of the final instance and each folding process,
which are represented as relaxed R1CS instances. However, a

challenge arises as Nova requires the incremental value | y|(Gl)
to be public, which does not meet the watermarking require-
ment that anything about the green token list should be private
to prevent removal or ambiguity attacks.

To address this issue, we propose to disclose the hash of

|y|g) instead of the value. This modifies Eq. (12) to

Hash([y|\:")

ssi) = F(Hash(lyl§),sm).y0),  (13)
where sy is a private input introduced to prevent brute-force
attacks on the hash. Since hashing is added, each instance
adds two consistency check to verify 1) whether the private
input | y\g) of this round agrees with the output from the pre-
vious round, i.e., Line 3 of Alg. 3; 2) whether the public hash

value Hash(| y\gﬂ),sH) truely hashes the output of this round

(9%Y), iLe., Line 8 of Alg. 3.
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Algorithm 3 Proof Construction w/ Recursive ZKP for KGW

Input: Same inputs with Alg. 1, number of tokens per instance N,
number of foldings Ny and the secret sy.
Output: proof IT.
1: Build Gugn (Hgi; sk).
2: Initialize the number of green tokens |y|g) =0and H) =
Hash(0, sy ).
3: fori=1,2,...,Nydo

4:  Build Chash(|y|(Gl>;sH,H(i)) for consistency check.

5. for j=1,2,...,N;do

6: Invoke Lines 2 to 7 in Alg. 1 to build the constraints Gy,

and Cflg~
: end for ) ]
8:  Accumulate the increment of | y\g) to |y|<G'+1) by adding up
flg’ for 1 < j < N; and establish the addition constraints.

9:  Build Chash(\y\(clﬂ);sH,H(i+l>) for consistency check where

HD = Hash([y|5™ sp).

10:  Collect all the above constraints, represent them using relaxed
RICS, and derive a relaxed R1CS instance Ins(i).

11:  ifi # 1 then

12: Fold Ins(;y with I"S/(i,l) by establishing the constraints
for folding process as in Eq. (4), (5) and (6) to obtain a
folded instance lnszo (lns’(l) = Ins(p)).

13:  endif

14: end for

15: Obtain the final instance Ins/( Ny

16: Build C;mh(|y|(GNf+1>;sH,H(NfH)) and obtain an additional in-

stance Ins g, where \y\gvfﬂ) and HWVr+1) are public inputs, and
sy 1s private input.
17: D invokes ZKP.Prove to generate proof m; and m, for Inssz)

and Ins,g, respectively.
18: Return IT = {m;,m }.

Obtaining Hash(|y|g’>,sH) through n — 1 iterations of
folding, we construct an additional instance on the hash
value Hash(|y|g’>,sH) and the public input \y|(G"), with sy
being the private input, to prove the consistency between

Hash(|y|g),sH) and the public |y|gl), shown in Line 15 of

Alg. 3. The value of |y|g’ ) is used for subsequent watermark
score calculation.

In practical applications, there is always a tradeoff between
the size of each instance and the number of instances, which
leaves design choices to make. Overall, for the same com-
putation, the larger the instance size, the higher the cost per
instance but there would be fewer instances to verify. In PV-
Mark, the choice is the number of tokens to be verified per
instance. Intuitively, the folding scheme can save ZKP cost
if the cost of proving an instance exceeds the cost of proving
a folding. But the savings differ on the choices. Hence we
analyze the tradeoff per case, as shown in Sec. 8.5.

We sum up our recursive ZKP for the detection of KGW in
Alg. 3. The recursive ZKP for the detection of SynthID-Text

Table 3: All variants of the implemented watermark detection
algorithm, where @@®® denotes Groth16, PlonK, halo2 and
Nova, respectively.

Scheme Hash variants MiMC Poseidon Poseidon2
KGW Two-to-one e® OB®® O®
Three-to-one [Olee) [ /
SynthID-Text Two-to-one [OIO] O® D®
Segment-Watermark  Two-to-one @ @ @

is similar and presented in Alg. 4 of Appendix A.

Note that in the multi-bit watermarking scheme, the detec-
tion processes for different positions are not IVC processes,
since the final value of the count result at one position is
not equal to the initial value of the count result of the next
position. In contrast, the detection process for the same po-
sition follows the paradigm of IVC. Therefore, we require
the prover to group all tokens in the given text y according to
their corresponding positions before generating the proof, and
then use recursive ZKP to generate correctness proofs for the
detection processes of each position in parallel. The recursive
ZKP for the detection of Segment-Watermark is presented in
Alg. 5 of Appendix A.

7.3 Scalability and Security Analysis

Scalability. PVMark is scalable, as the watermark detection
process involves only random number generation, compari-
son, and score counting, all independent of vocabulary size or
the underlying LLM. The ZKP costs are LLM-independent,
ensuring efficient detection regardless of model size or vocab-
ulary. PVMark generally scales with the folded size of token
sequence length, except for the multi-bit instantiation which
has a separate payload inherited from the underlying water-
mark scheme: for a message position with 1 bits, the detector
exhausts a candidate space of size 2" to extract the bit string.
Hence the ZKP costs grow with the candidate space to ensure
the correctness and uniqueness of the decoded string. This
is attributed to the inherent drawback of the multi-bit water-
marking scheme, and can be addressed by a more efficient
detection method.

Security analysis. Alg. | to Alg. 5 generate correctness
proofs for watermark detection without exposing sk, and the
probability of using an incorrect sk* to deceive the verifier is
negligible. This is guaranteed by the completeness, soundness,
and zero-knowledge properties of zero-knowledge arguments,
as proven in previous work [12, 17,25]. Security proofs for
Alg. | are provided in Appendix C, with similar proofs for
the other algorithms.

8 [Evaluations

Our adaption of the original watermarking schemes is based
on the assumption that the hash function returns sufficiently
random and uniformly distributed random values. Hence, for
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Table 4: The avalanche effect coefficient and the chi-square statistics of hash functions. The latter three are qualified.

SHA256 hash Keccak256 hash BLAKE2 hash MiMC hash Poseidon hash Poseidon2 hash
Avalanche Effect Coeff. 0.498968 0.498948 0.498960 0.499570 0.499604 0.497579
Percent Rate (%) 0.206 0.210 0.208 0.086 0.079 0.484
X Es 370.322 +40.496  372.057 £40.068  370.755 + 40.157 10.309 £ 5.321 10.218 £+ 5.180 10.209 £ 5.175
Success Rate (%) 0 0 0 99.1 99.2 99.4

Table 5: Optimal N; of PVMark with Nova version v.s. different numbers of tokens (in the format of MiMC/Poseidon/Poseidon2

variants).

Number of tokens for watermark detection and verification

Scheme

200 400 600 800 1000 1200 1400 1600 1800 2000
KGW 25/40/20  40/40/25  40/50/30  40/50/40  50/100/50  60/75/48  70/70/50  50/80/50  72/90/60  80/100/80
SynthID-Text 8/8/5 10/8/5 12/15/8 16/16/10  20/20/10  20/20/12  20/20/14  20/25/16  25/25/18  25/25/20

PVMark to work in practice, we need to validate the assump-
tion first. Besides, all properties of watermarking should be
examined. Therefore, we aim to answer the following research
questions by experiments on PVMark: 1) Does our adapta-
tion using hash functions as PRF satisfy the randomness and
uniformity assumption? 2) Does PVMark compromise the
effectiveness, fidelity, and robustness of the original schemes?
3) How efficient is PVMark?

8.1 Implementation Details and Setup

The main part of the watermark embedding algorithm, which
includes warping the logit distribution from the language
model, is implemented using the PyTorch backend of the
Huggingface library [52]. The hash function is implemented
by Py03, a Rust binding module for Python. In Rust, we im-
plement SHA256, Keccak256, BLAKE? for uniformity test
and two-to-one and three-to-one variants of MiMC, Posei-
don, and Poseidon2 as random number generators. To further
accelerate execution, we utilize the Rust parallel computing
library, rayon, to implement multi-threaded hash generation
and comparison. In addition, by caching and reusing the green-
list membership table induced by the fixed watermarking pa-
rameters, our implementation further improves the efficiency
of generation and detection by replacing repeated member-
ship computation with table lookup, without changing the
watermarking rule.

For the proof construction of watermark detection, we use
circom [20], a domain-specific language for defining arith-
metic circuits, to construct constraints based on circomlib
[21]. These constraints can be compiled into R1CS and
PLONK:ish circuits through compiler module in circom. ZKP
protocol Groth16 is used to verify R1CS whereas PLONK is
used to verify PLONKish. We also implemented a variant of
Plonk — halo2 [57], the KZG-based version, which supports
custom gates and lookup operations thereby having a smaller
circuit and better efficiency. We implement MiMC and Posei-
don hash chips for halo2 to build PLONKish circuits. For the

implementation of recursive ZKP, we use Nova-Scotia [36],
which can compile circom circuits to Nova [33]. All variants
of the implemented watermark detection are shown in Table 3.

Parameter settings. Our parameter choices follow three
principles. First, for watermark embedding and detection, we
follow the settings of the original work [7,23,39]. For KGW,
we set the green list size Y= 0.25 and the context window
width y = 1. For SynthID-Text, we set the context window
width y = 4 and the number of g-values assigned to each
candidate token & = 30. For Segment-Watermark, we set the
green list proportion y= 0.5, the context window width y =1,
the total number of positions 72 = 6 in msg and the bit length
m = 4 per position. Second, for all ZKP protocols, we choose
BN254, a pairing-friendly elliptic curve defined over a prime
field that currently provides approximately 100-bit security
level [22], widely used in blockchain project such as Ethereum
[53] and Algorand [6]. BN254 offers faster computation due
to its smaller field size compared to curves like BLS12-381.
Third, for Nova, we select the per-instance token count N;
by minimizing the sum of the setup and the proving time for
each token budget, rather than fixing N; globally.

Models. We examine the performance of PVMark using
the OPT-1.3B model [58], TS-Large model [41], Bloom-1.1B
model [54], GPT2 [40] and Gemma-2B-IT [46]. A larger lan-
guage model OPT-2.7B is used to compute perplexity (PPL)
of texts.

Datasets and prompts. We select C4 dataset [41], Pile
dataset [13] and ELIS5 dataset [11] to evaluate the effective-
ness, fidelity and robustness of PVMark. Specifically, we ran-
domly select 100 texts with a length of more than 300 tokens
from the news-like subset of the C4 dataset and 845 texts from
all subsets of the Pile dataset, with each subset containing 20-
50 texts. For each text, we remove the last 200 tokens and
use the remaining portion as prompts for evaluation. Besides,
we randomly select 1000 questions from ELIS’s test set as
prompts for evaluation.

Benchmark. We choose the original implementation of
KGW [23]/ SynthID-Text [7] to benchmark the watermarking
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Table 6: Effectiveness & fidelity: success rate / z-score (mean score of g-values for SynthID-Text) / PPL of KGW and SynthID-
Text adjusted for PVMark.

Watermarking Model Dataset Benchmark MiMC Poseidon Poseidon2
Scheme two-to-one three-to-one two-to-one three-to-one two-to-one
OPT-13B Cc4 99% 19.78 / 11.84 99% 19.86/12.88 97%19.75/13.99  96%/10.86/11.22  96%/10.45/13.97  99% /9.40/12.97
KGW ) Pile 87% /10.14/9.46 88%/10.03/10.10  94%/11.66/9.87 87%1/10.32/9.63  94%/11.59/10.41 86%19.79/23.62
T5-Large Cc4 83%/6.511/48.98 75% 15.86/49.33 81%/6.09/51.02 89% /6.28 /152.24 77% 16.35/53.41 85% 16.36/45.11
Bloom-1.1B Cc4 92%/12.05/14.33  95%/11.12/2745 91%/10.19/25.00 87%/10.32/30.00 94% /11.59/15.92  95%/11.42/26.77
SynthID-Text GPT2 ELI5  100%/0.631/19.54 100% /0.631/19.37 / 100% /0.631/20.08 / 100% / 0.632 /20.05
Y Gemma-2B-IT  ELI5 96% 10.548 /13.38  91%/0.546/ 13.27 / 97% 1 0.547 1 12.81 / 96% /0.547 1 13.75

Table 7: Success rate / watermark score / PPL of texts modified by three attack methods. The top, middle and bottom sections
show texts generated by OPT-1.3B on C4, GPT2 on ELI5, and Gemma-2B-IT on ELIS.

Watermarking Attack Benchmark MiMC Poseidon Poseidon2
Scheme two-to-one three-to-one two-to-one three-to-one two-to-one
Attack (a) 85.86% /5.75/74.33 88.89% /5.79/78.41 87.50% /5.92/ 87.68 91.67% /1 6.38 / 67.81 86.46% / 6.35/ 83.80 80.81% /5.38/79.53
KGW Attack (b)  54.55%/4.10/140.95 44.44% 1391713875  48.96%/3.98/134.65  46.88%/4.26/12337  56.25%/4.27/157.34  32.32% /3.35/139.47
Attack (c) 84.85%/6.03/17.14 83.84%/6.09/17.72 83.33%/6.07/18.92 95.83% /7.30/15.14 89.58% /1 6.67 / 18.84 77.78% 15.46 / 18.83
Attack (a) 90.98% /0.5321/108.19  88.60% /0.5309 / 110.63 / 90.09% /0.5326 / 106.66 / 88.40% /0.5315/109.31
SynthID-Text  Attack (b) 35.37%/0.5114/195.95 31.00%/0.5104/192.18 / 32.13%/0.5102 / 188.64 / 29.30% / 0.5094 / 194.53
Attack (¢)  96.89%/0.5355/25.00  92.20% / 0.5336 / 23.05 / 95.10% /0.5349 / 23.08 / 93.30% / 0.5344 /23.25
Attack (a) 34.20%/0.5092/141.32  37.00% / 0.5094 / 127.83 / 33.60% /0.5081 / 139.57 / 35.50% /0.5088 / 123.15
SynthID-Text  Attack (b) 12.60% /0.5031/208.81 11.20% /0.5027 / 207.05 / 10.70% / 0.5024 / 204.21 / 12.90% / 0.5034 / 200.69
Attack (¢)  35.20%/0.5103/18.51 30.20% /0.5086 / 19.37 / 29.10% /0.5077 / 18.78 / 32.60% /0.5089 / 17.92

performance.

Baselines. To compare PVMark with publicly detectable
watermarking schemes, we include UPV [29] and PDW [10].
UPV exposes a public neural detector while keeping the wa-
termark generation neural network private, whereas PDW em-
beds a publicly verifiable signature with error-correcting code
enabled for decoding the signature. These schemes use dif-
ferent detector outputs, UPV probabilities and PDW boolean
verification results are not directly comparable to KGW z-
scores or SynthID g-value scores; we therefore compare them
by the detection success rate, output fidelity, robustness, and
efficiency.

All experiments are conducted on a Ubuntu 20.04 server
with Intel(R) Xeon(R) Gold 6240C CPU with 256GB RAM
and an NVIDIA GeForce RTX 3090 GPU.

8.2 Randomness and Uniformity of Hashes

We first evaluate the randomness and uniformity of hash func-
tions to validate the proposal of using hash functions as pseu-
dorandom number generators and the rationality of using a
pre-selected threshold to divide the green and red tokens, or
assign g-values.

We assess the avalanche effect and uniformity using the
avalanche effect coefficient and the chi-square test. The
avalanche effect is a desirable property of cryptographic hash
functions, where flipping a single input bit should change
about half of the output bits [51]. A coefficient close to 0.5
indicates better adherence. We compute the avalanche effect
coefficient as described in [42], using Ny = N, = 256 for
SHA256, Keccak256, and BLAKE2, and Ny = N, = 254 for
MiMC, Poseidon, and Poseidon2, averaging over 5,000,000

iterations. We show the closeness between the coefficient ¢

and 0.5 by calculating the percentage of the difference, i.e.,

|c—0.5]
05

. A smaller percentage indicates better randomness.

To verify the uniformity, we conduct a chi-square goodness
of fit test, a statistical hypothesis test. The null hypothesis is
‘all random numbers used for vocabulary partitioning in each
round are uniformly distributed in the finite field F defined
by BN254." If the result X2 is less than the threshold, the null
hypothesis is accepted, meaning that the random numbers
used for vocabulary division are uniformly distributed within
the value range. We average the chi-square test statistics x>
over 100,000 iterations. In each iteration, we randomly select
a secret key sk € F, a previous token index y’ € [0,|V| =
50265), and the current token index y” = [0,|V]) to generate
|V| random numbers. The statistic threshold is 26.296 for
significance level oo = 0.05.

The avalanche effect coefficient of hash functions and the
percent rate of the coefficient v.s. 0.5 are shown in the top part
of Table 4. The average and standard deviation of multiple
chi-squared tests statistic %2, along with the success rate of
passing the tests, are shown at the bottom of Table 4. It can be
observed that the avalanche effect coefficients of the six types
of hash functions are all close to 0.5, indicating sufficient
randomness. On F, MiMC, Poseidon, and Poseidon2 hash
exhibit uniformity, thereby qualifying for our scheme.

Since we have validated the randomness and uniformity
of hash functions used in PVMark, our adaption theoretically
does not affect the original watermarking scheme, i.e., an
almost equivalent performance should be achieved with PV-
Mark.
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Table 8: The embedding time (WET) and detection time (WDT) excluding ZKP parts. Each entry is A/B, where A is ms/token
and B is s/sample for 200 tokens. KGW is used on OPT-1.3B and SynthID-Text is applied on GPT-2.

Watermarking Metric Benchmark MiMC Poseidon Poseidon2
Scheme two-to-one three-to-one two-to-one three-to-one two-to-one
KGW WET 0.2640/0.0528  0.2356/0.0471 0.2369/0.0473  0.2401/0.0480  0.2350/0.0470  0.2347/ 0.0469
WDT 0.1447/0.0289  0.0377/0.0075  0.0217/0.0043  0.0184/0.0037  0.0161/0.0032  0.0059/0.0012
SynthID-Text WET 1.9970/0.3994  2.2226/0.4445 / 2.5168/0.5034 / 1.8509 /0.3702
Y WDT 0.1594/0.0319  0.0355/0.0071 / 0.0409 / 0.0082 / 0.0217/0.0043

Table 9: Effectiveness, robustness, and efficiency of publicly detectable baselines. Notation follows Tables 6, 7, and 8. For
efficiency, UPV uses 200-token samples, while PDW uses full-signature variable-length generation.

Baseline Model Dataset Effectiveness Robustness (SR / PPL) Efficiency
SR /PPL Attack (a) Attack (b) Attack (c) WET WDT
UPV [29] OPT-1.3B  C4 95.00% / 11.66 0.00% /76.73 73.68% /134.36  61.05%/19.36  9.5393/1.9079  0.0093/0.0019
- GPT-2 ELI5 98.80% / 8.28 0.40% /49.91 63.50% /91.84 88.10% / 9.65 5.4175/1.0835  0.0104/0.0021
PDW [10] OPT-1.3B  C4 91.00% / 30.84 0.00% / 143.55 0.00% /215.57 0.00% / 40.95 117.68/23.54 0.0184 /0.0037
GPT-2 ELI5 98.50% / 188.41 0.00% / 483.02 0.00% / 500.35 0.00% / 165.51 30.50/6.10 2.2472/0.4494

Table 10: Reverse-training attack on UPV under GPT-2 on
ELIS. Cracking metrics measure generator-rule recovery,
while detected/forged and plain FP report detector-level ac-
ceptance rates of the forged and plain texts.

Window size Cracking F1 Cracking Acc. Detected/Forged Plain FP
1 0.991 99.14% 100/100 43/100
2 0.796 72.57% 96/100 74/100
3 0.698 75.37% 100/100 28/100
5 0.667 68.76% 44/100 3/100

8.3 Effectiveness and Fidelity

We evaluate the effectiveness and fidelity of KGW and
SynthID-Text adjusted for PVMark on real datasets. Three
metrics are used to evaluate the effectiveness: success rate
(SR), i.e., the rate of successfully detected watermarks; water-
mark score, i.e., z-score / mean score of g-values, which indi-
cates the watermark strength (z-score greater than 4.0 or mean
score of g-values greater than 0.514 is considered strong in-
dicative of watermark presence); and perplexity (PPL), which
reflects text quality—the lower the value, the higher the text
quality. The results are shown in Table 6.

It can be observed that when using the OPT-1.3B, Bloom-
1.1B, GPT2 and Gemma-2B-IT models, various variants of
KGW and SynthID-Text adjusted for PVMark demonstrate
comparable effectiveness and fidelity with the benchmark, in-
dicating strong watermarking performance. The performance
on Pile is inferior to that on C4, OPT-1.3B, since Pile contains
code which has different syntatic rules from natural language.
The performance of T5-large model is consistently lower
across all, mostly due to its weaker generation performance.

Table 9 reports the effectiveness of publicly detectable base-
lines. UPV achieves high SRs of 95.00% and 98.80%, while
PDW achieves 91.00% and 98.50% on the two evaluated
settings. Compared with these baselines, PVMark mostly pre-
serves the effectiveness of the underlying KGW and SynthID-

Text schemes (Table 0), reaching up to 99% SR for KGW
and 100% SR for SynthID-Text with comparable PPL to the
original schemes.

8.4 Robustness

We investigate the robustness of KGW and SynthID-Text
adjusted for PVMark against three removal attacks: a) random
word deletion, b) random synonym substitution with WordNet
[34], and c) context-aware synonym substitution with BERT
[8] as the embedding model. We reuse the implementation
of MarkLLLM [47], setting the deletion ratio for a) to 0.3 and
the substitution ratio to 0.5 for b) and c). The success rate
(SR), i.e., the rate of the successfully detected watermark,
watermark score and PPL of the modified text are recorded.

By Table 7, it is evident that the average watermark score
of the attacked text decreases, indicating a reduction in water-
mark strength. PVMark with MiMC, Poseidon and Poseidon2
variants shows performance comparable to the benchmark in
resisting attacks. The high PPL, potentially associated with
the generation capability of the test model, does not affect our
robustness testing.

Table 9 shows that publicly detectable baselines have dif-
ferent robustness performance. UPV is brittle under random
word deletion, dropping to 0.00% and 0.40% SRs on the two
evaluated settings, although it retains moderate robustness
under synonym-based substitutions. This is because deletion
attack would shift the local window used to detect the wa-
termark. PDW is more fragile under the three edit attacks,
with post-attack SR dropping to 0.00% for random deletion,
WordNet synonym substitution, and context-aware synonym
substitution, since PDW heavily relies on the exact ‘consecu-
tive tokens’ to verify the signature and hinges upon the error-
correcting code for robust decoding. In comparison, PVMark
inherits the robustness profile of KGW and SynthID-Text,
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Figure 3: ZKP costs for Nova version of PVMark v.s. varying Ny, Ny (N; X Ny =
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instance and the folding process, respectively, and PT-1, PT-2 are their prove time
correspondingly. The total time cost is ST-1 + ST-2 + PT-1 + PT-2.

providing stabler robustness across the evaluated edit attacks
in Table 9.

Table 10 further evaluates UPV under a reverse-training
attack, which targets a different robustness dimension from
text-edit attacks. Following the setting of [29], we let the
attacker query the public UPV detector to collect 10,000 pairs
of input-output, ranging from 100 to 200 tokens. The collected
data is used to train a surrogate generator to guide the LLM
to generate forged text. UPV is sensitive to the window size:
for w = 1, the attacker nearly recovers the generator rule,
with a cracking F1 of 0.991 and producing 100/100 forged
text accepted by the detector. For the default w = 5 setting,
the attack does not fully recover the generator rule, with a
cracking F1 of merely 0.667; however, it still shows non-
negligible detector-level forgeability, with 44/100 forged texts
accepted compared with only 3/100 false positives on plain
text. This highlights a design-level advantage of PVMark: it
keeps the original detector and secret key private, and exposes
only a ZKP certificate of correct detection. Therefore, the
reverse-training attack against a public detector is not directly

Segment 1/1/1  2/2/2  2/2/2  4/4/2  5/5/1 5/8/5

Table 12: Proof sizes (KB) of the detection
of KGW for 200 tokens. The most cost-
effective N;, Ny are adopted for Nova.

IR R
o g
FOSCAIEISIONI

N/N;
ZKP MiMC Poseidon Pos2
2tol 3tol 2tol 3tol 2tol
Grothl6 0.8 0.8 0.8 0.8 0.8
halo2 14 14 14 14 /
PlonK 2.3 2.3 2.3 2.3 2.3
Nova 10.2 / 10.5 / 10.5

applicable to PVMark; public verifiability is obtained without
exposing a learnable detection interface.

8.5 Efficiency

The efficiency of PVMark is evaluated by two separate parts.
The first one is the watermarking associated cost, including
watermark embedding time (WET) and watermark detection
time (WDT) excluding the ZKP parts. The second part is the
cryptographic cost required for public verifiability, including
setup, proof generation, verification, and proof size.

Watermark embedding and detection costs. Table 8 re-
ports the watermarking associated costs. As an engineering
optimization, we use a pre-computed lookup table to store
hash-based green-list membership in the KGW embedding.
The lookup table takes about 2.35GB of storage and ~ 20
minutes to initialize offline. KGW embedding under the same
watermark parameters can reuse the table to avoid repeated
hash computation online. This optimization is not adopted for
SynthID-Text.
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Figure 4: Evaluation of ZKP costs for the Nova version of PVMark. (I) Detailed comparison of different hash functions (MiMC,
Poseidon, Poseidon2) across varying token counts for KGW, SynthID-Text, and Segment-Watermark. (II) Scalability analysis of
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sum of setup time and prove time is minimized. Note that in (II), the x-axis labels denote the number of tokens for KGW &

SynthID-Text / Segment-Watermark, respectively.

Table 8 shows that our hash-based adaptation does not intro-
duce a bottleneck in the online watermarking path. For KGW,
PVMark is slightly faster than the benchmark in WET. For
SynthID-Text, the WET of PVMark remains at the same level
as the benchmark, and the Poseidon2 variant is even faster.
The detection cost is even lower after adaptation. For both
KGW and SynthID-Text, PVMark reduces WDT compared
with the benchmark, with Poseidon2 achieving the lowest
detection latency among the evaluated variants. This effi-
ciency is mainly attributed to our engineering optimizations,
including the Rust backend, parallelized hash computation,
and effective cache reuse. These results indicate that replac-
ing the original pseudorandom procedures with ZKP-friendly
hash-based algorithms does not slow down normal generation.

Table 9 further compares the watermarking efficiency of
publicly detectable baselines. UPV has low detection latency
but incurs high embedding costs. The WET of PDW is mea-
sured in full-signature variable-length generation and thus
is averaged over 200 tokens. The WDT of PDW reports the
latency of successful detections; the latency of rejecting unwa-
termarked text is much longer. Compared with baselines, PV-
Mark’s watermark embedding and detection overhead (shown
in Table 8) remains small, making it lightweighted to deploy
in the LLM generation pipeline.

Proof generation for zero-bit watermarking schemes.
Fig. 2 and Fig. 3 present ZKP costs for PVMark variants
using four ZKP protocols: Groth16, Halo2, Plonk, and Nova.
Costs include setup time, prove time, verification time, and
proof size. Verification time is not shown, as even the slowest
(Plonk) verification takes under two seconds, much less than
setup and prove time.

In Fig. 2, while Groth16 has a higher setup time than Halo2,
its prove time is shorter. Overall, Halo2 is 1-5x faster due
to optimized circuit design and lookup tables. Plonk, how-
ever, suffers from high setup and prove times due to its use of

the universal Circom compiler and the circom programming
language, preventing us from tailoring the circuit to the appli-
cation. Among hash variants, the three-to-one hash reduces
costs compared to the two-to-one hash, with savings increas-
ing as more tokens are verified. Among all hash variants,
Poseidon hash has the lowest overhead, making it ideal for
ZKP protocols. Compared to KGW, the detection of SynthID-
Text is more costly. This is attributed to the more complicated
process of Tournament sampling and thereby larger ZKP cir-
cuits. In fact, the circuit is so large that the memory demand
is too high for us to fully measure the overhead of PlonK.

Since the original settings of KGW and SynthID-Text
mostly involve a large number of tokens in watermark de-
tection, we thus focus on the case of verifying 200 or more
tokens. In that case, recursive ZKP shows a much lower cost
than others as in Fig. 3. It is observed that the setup time for
the folding process is almost constant and negligible com-
pared to other parts. The setup time and prove time for the
final instance increase with a rise in N; as a single instance
grows larger. Meanwhile, the decrease in Ny leads to a reduc-
tion in the prove time for the folding process. We find that for
the MiMC, Poseidon, and Poseidon2 variants of PVMark, set-
ting NV, to 20, 50, and 25 accordingly results in the minimum
total overhead, which are around 24, 255 for KGW, SynthID-
Text, respectively. The overhead of detecting a larger number
of tokens is shown in Fig. 4. When detecting 2000 tokens, the
least total time cost (setup and prove) is approximately 30s
and 175s for KGW and SynthID-Text, respectively, where
the optimal N, is shown in Table 5. Hence we consider the
running time is reasonable in a watermark verification set-
ting. For detecting very long texts (e.g., 50,000 tokens), the
total computational overhead for the KGW scheme is approx-
imately 352s, including setup and proof generation. This la-
tency remains acceptable for practical watermark verification
scenarios.
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Table 12 shows the proof size required in detection.
Groth16 has the smallest proof size, less than 1KB. Actually,
the proof sizes of Groth16, halo2, and PlonK are constant
for 25/50/100/200 tokens. This is because Groth16’s proof
requires only 3 pairing checks, involving 3 group elements,
regardless of the number of constraints. Both halo2 and PlonK
use KZG commitments, of which the proof contains a lim-
ited group element, independent of the number of constraints.
Nova utilizes Spartan [43] at its core, a ZKP where proof size
is logarithmically related to the number of constraints, but
still the proof size is adequately small for 200 tokens.

Proof generation for multi-bit watermarking schemes.
Compared to the zero-bit watermark, it takes more constraints
to verify the detection of Segment-Watermark. Hence we
choose the Nova variant of PVMark to generate proofs for
cost consideration. It is worth noting that the detection for
different positions of the message in Segment-Watermark can
be performed in parallel. Thus we display in the rightmost
of Fig. 4(I) the ZKP costs required for different numbers of
tokens in verifying a single position of the watermark.

It can be observed that when the Poseidon hash function
is used as the pseudorandom generator, the ZKP costs are
minimized. When the number of tokens to be verified is 1920
(i.e., for 6 positions, with each position requiring checking
320 tokens), the optimal setup time and prove time are approx-
imately 13 and 62 seconds, which we consider to be a fully
acceptable cost. The optimal N; is shown in Table 1 1. These
experiments use the original Segment-Watermark payload
setting M = 4. We further evaluate larger payload settings,
m =135 and /i =7, in Appendix B, with the results shown in
Table 13.

9 Conclusion

To resolve the trust issue in LLM watermark detection, we
propose PVMark, a plugin that enables zero-bit and multi-
bit LLM watermarking schemes to gain public verifiability
without compromising the original schemes’ performance.
The design is featured by the application of zero-knowledge
proof to prove the correctness of watermark detection pro-
cess, without revealing any credential. To achieve this, we
redesigned the watermark embedding and detection schemes
to align with ZKP, including introducing hash functions as
PRFs, customizing the circuits, applying recursive ZKP, etc.
We hope PVMark not only contributes to the watermarking
community, but also to a wider area of applied ZKP research.
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Ethical Considerations

Overview. PVMark enables public verification of LLM wa-
termark detection through zero-knowledge proofs (ZKPs). It
is designed for settings where a third party needs to verify
a detection result, but revealing the watermark secret would
weaken the watermarking scheme itself. PVMark therefore
proves correct execution of the detection procedure with-
out disclosing the secret key. Our analysis is guided by a
stakeholder-based view of beneficence, respect for persons,
justice, and public interest.

Stakeholders. PVMark may affect end users, content plat-
forms, model providers, accused or suspected parties, re-
searchers, legal and regulatory actors, and potential adver-
saries. These groups have different interests in provenance,
accountability, contestability, system security, and responsible
use.

Benefits. PVMark can make watermark-based provenance
claims more credible by allowing independent verification
without exposing long-lived secrets. This is useful in au-
dits, disputes, and moderation workflows, where verification
should not itself create new opportunities for watermark eva-
sion. More broadly, PVMark shows how ZKPs can support
public accountability while preserving confidentiality.

Risks and Mitigations. The main risks come from overuse
or overinterpretation of watermark evidence. A PVMark proof
shows only that a specified detection algorithm was correctly
executed under a committed key on a given input. It does
not establish authorship, intent, or exclusive access to a par-
ticular model. Watermark evidence may also be weakened
by paraphrasing, translation, truncation, partial quotation, or
adversarial editing. If treated as conclusive, such evidence
could lead to over-enforcement, censorship, or unfair claims
against individuals.

We mitigate these risks in several ways. The work does
not involve human subjects, deception, or private user data,
and experiments are conducted in controlled offline settings
using open-source models and toolchains. At the system level,
PVMark protects watermark secrets and separates detection
claims from broader attribution claims. In deployment, PV-
Mark outputs should be treated as one piece of evidence rather
than a standalone basis for punitive action. Systems using
PVMark should document their assumptions, report false pos-
itive and false negative behavior, and provide appeal or review
mechanisms, especially in high-stakes settings.

Limitations. PVMark does not solve the robustness limits
of watermarking schemes themselves, including vulnerability
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to editing, paraphrasing, translation, and truncation. As with
any ZKP-based system, mistakes in circuits, constraints, or
implementations may cause the proof to capture a different
statement than intended. Independent review of the proof
circuits and verification logic is therefore important before
high-stakes deployment.

Justice, Law, and Public Interest. The benefits of PVMark
may accrue mainly to model providers and large platforms
that can deploy cryptographic verification systems, while en-
forcement burdens may fall on individual users or smaller
organizations. Fair use of PVMark requires clear communica-
tion of what is and is not proven, meaningful opportunities to
contest decisions, and compliance with applicable norms and
laws concerning privacy, surveillance, consumer protection,
evidence, and procedural fairness.

Decision to Proceed and Publish. We believe the bene-
fits of PVMark outweigh its foreseeable risks when its scope
and limitations are clearly stated. PVMark is a defensive and
transparency-oriented contribution: it does not introduce a
watermark removal method, but instead offers a more account-
able way to verify existing watermark detectors. Any released
artifacts should avoid including secret keys or materials that
would directly facilitate watermark circumvention.

Open Science

The source code is available at https://github.com/ash

leyxly/PVMark and archived on Zenodo at https://doi.

org/10.5281/zenodo.20406335.
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Algorithm 4 Proof Construction Using Recursive ZKP for
SynthID-Text

Input: Same inputs with Alg. 1, number of tokens per instance N;, number

of foldings Ny and the secret sy .

Output: proof IT.

HoU R RS

2 Build Guash (Hsks sk).
: Initialize the total sum of g-values S;l) =0.
: Generate the context token set y$) fory; (W<i<n-—1).
:fori=1,2,...,Nydo
Build Chasn (SZ(;) s, HD) for consistency check.
for j=1,2,...,N, do
Invoke Lines 2 to 7 in Alg. | and use the corresponding y,, as one
of the inputs to build the constraints Gyqg, and Cyyg.
end for ) ) )
Accumulate the increment of Sé') to Sg'H) by adding up flglj( for
J € [Ni],k € [€] and establish the addition constraints.
Build Gugsn (Sgﬂ) s sH7H("+')) for consistency check where H) =
Hash(S,(;H),sH).
Collect all the above constraints, represent them using relaxed R1CS,
and derive a relaxed R1CS instance Ins;).
if i # 1 then
Fold Ins;) with 1’”2:'71) by establishing the constraints for folding
process as in Eq. (4), (5) and (6) to obtain a folded instance /i ns’m
(Ins/(l) = Ins(y)).
end if
: end for

: Obtain the final instance Ins/,, .
(Ny)

: Build Chmh(Si,NfH),SH,H(Nf“)) and obtain an additional instance
Ins,q, where SéNf ) and HMr D are public inputs, and sy is private
input.

: D invokes ZKP.Prove to generate proof 7t; and 7, for InsE Ny) and Ins,g,

respectively.

: Return IT= {m;,m> }.

USENIX Association

35th USENIX Security Symposium 2025


https://arxiv.org/abs/2403.08295
https://arxiv.org/abs/2403.08295
https://arxiv.org/abs/2403.08295
https://github.com/THU-BPM/MarkLLM
https://github.com/THU-BPM/MarkLLM
https://arxiv.org/abs/2305.18226
https://arxiv.org/abs/2305.18226
https://arxiv.org/abs/2305.18226
https://arxiv.org/abs/2211.05100
https://arxiv.org/abs/2211.05100
https://arxiv.org/abs/2211.05100
https://arxiv.org/abs/2211.05100
https://github.com/zcash/halo2
https://arxiv.org/abs/2205.01068
https://arxiv.org/abs/2205.01068
https://arxiv.org/abs/2205.01068

Algorithm 5 Proof Construction Using Recursive ZKP for
Segment-Watermark

Input: Same inputs with Alg. 2, number of tokens per instance N;, number
of foldings Ny and the secret sy .
Output: proof IT.
1: Build Guggn (Hg; sk).
2: Partition the tokens in y into groups Yp, ..., Y31 according to their corre-
sponding positions.
3: Initialize the count array COUNT;,I) for each position to an all-zero array
of length 2, where p = {0,...,i—1}.

4: Set HI(,I) =Hash(0,sg) for p={0,...,A—1}.
5: for p=0,...,i—1do
6:  /* Each iteration is independent and can be executed in parallel */
7 fori=1,2,...,Nsdo
8: Build Chmh(COUNTEf),sH,H,S’)) for consistency check.
9: for j=1,2,...,N; do
10: Invoke Lines 2 to 6 in Alg. 2 to build the constraints (4, and
Crig-
11: end for ) i
12: Accumulate the increment of COUNTE,I) to COUNTE,’H) by
COUNTY V()] = D+ flgh
» i) = COUNT,’[j] + flg"
and establish the addition constraints.
13: /* The subsequent content is similar to Lines 8 to 12 in Alg. 1. We
omit the details here. */
14: end for

15: /* The subsequent content is similar to Lines 14 to 16 in Alg. 1. We
omit the details here. */

16: end for

17: Return IT = {xf,nf} for p = {0,...,A—1}.

A Recursive ZKP for SynthID-Text and
Segment-Watermark

We give the details of detection proof generation using recur-
sive ZKP for SynthID-Text and Segment-Watermark in Alg. 4
and Alg. 5, respectively.

B Multi-Bit Payload Scalability

We evaluate the payload-size scalability of the multi-bit
Segment-Watermark instantiation by varying the number of
bits 1 carried by each message position, with the results
shown in Table 13.

Table 13: Scalability of the multi-bit Segment-Watermark
instantiation with larger payload bits. Each entry reports
setup/prove time in seconds under 7i = 6.

Payload bits 240 tokens 960 tokens 1920 tokens
m=>5 22.58/18.02 23.52/58.21 24.21/106.05
m=17 78.41/60.58 161.51/187.52  167.57/319.33

C Security Analysis of PVMark

We claim that Alg. 1, Alg. 2, Alg. 3, Alg. 5 and Alg. 4 are
zero knowledge arguments by definition), which generate cor-

rectness proofs for the watermark detection process without
revealing the secret key. We provide a security proof of Alg. |
in Thm. C.1. The proofs for the other four algorithms are
similar, and we omit them here due to limited space.

Theorem C.1. Alg. ] is a zero knowledge argument.

Proof. Completeness. As explained in Sec. 0, the constraints
C are satisfied if the public input u and the private input
w are the correct parameters. Therefore, the correctness of
Alg. | follows the correctness of zero knowledge arguments
(Groth16, PlonK, halo2, or Nova, depending on the imple-
mentation), which are proven in previous works.

Soundness. For any probabilistic polynomial time (PPT)
dishonest prover P*, there exists a PPT extractor € such that
given access to the executing process of Alg. | and public
input u, can extract a witness w* = {sk*} that

Prl(usw”) ¢ CAV(uw",pp) = 1] < negl(h),

according to the soundness property of the zero knowledge
arguments. Furthermore, the soundness of the protocol effec-
tively mitigates the fake random seed attack. In this scenario,
a dishonest owner may attempt to fabricate random seeds to
manipulate the ZKP generation. However, such malfeasance
is precluded by the soundness property of the system. Given
the one-way and collision-resistant nature of the employed
cryptographic hash function, it is computationally infeasible
for an adversary to identify a counterfeit seed that satisfies
the verification constraints. Consequently, the probability of
a successful attack is rendered negligible.

Zero knowledge. For every verifier V/, there exists a sim-
ulator § such that given oracle access to the public input
u= {y,w,y\F\/@, [vG|/Se,E}, S is able to simulate the view
of ¥ in verifying proof IT generated by Alg. 1. The details
are as follows.

With oracle access to u = {y7\|1,'y|F|/@, Ivgl/Se,E}, and
the simulator §; of the zero-knowledge argument introduced
in [12,17,25], we construct the simulator § as following: 1) §
initializes the relevant setup parameters and sends the public
input u to V; 2) S establishes the constraints for the compu-
tation of hash functions, the setting of flg and summation
operations; and 3) § calls §; to simulate the partial view of the
zero knowledge argument for the constraints and generates .
Then S sends the proof IT = {u,n} to V.

To prove zero-knowledge, step 1 and step 2 are obviously
indistinguishable in both real world and ideal world as the in-
putu={y, v, \(|]F|/@7 [vGl/Se,&} and the form of constraints
are public. Step 3 of worlds is indistinguishable because of the
zero knowledge property of the zero knowledge arguments
proven in [12,17,25], which completes the proof. O
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